Breakfast / Check-In

Opening and Introductions

Example questions from OCR, Attorney General, Business Partners and Cyber Insurance

Break

Review of Basics Quiz and Privacy/Breach Rule review

- Privacy/Breach Specifics for CEs vs BAs
Lunch Grab & Go

Importance of Written Policies and Procedures

Policies and Procedure Development and Implementation

Break

Planning Regular Audits
PnP Audits

Training Program Development

Communication with Management - How to Report PriSec to Management

Wrap Up and Q&A

Apr 10, 2024

Breakfast

Opening

Cyber Attack Panel Discussion

Break
What is a Security Risk Analysis

Doing a Security Risk Analysis
Lunch - Grab and Go

Risk Management Planning

Compliance Gap Analysis Exercise

Break
Supply Chain Risk Management (SCRiM) for BAs vs CEs vs others
BAA Contracts

Vendor Vetting

Final

Final
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Final
Break

Bourbon & Breaches Happy Hour with Q&A

Apr 11, 2024

Breakfast

Opening

You, Me and IT - Cybersecurity is everyone's job
Recognized Security Practices NIST/HICP/CPGs

Break

HICP - Managing Threats and Protecting Patients - 405d resources available
Lunch - Grab and Go

How to use HICP to implement RecSec and CPGs

OCR Investigations How they work and Q&A with investigator
Break

Creating a culture of Privacy and Security starts at the top
The basics of IR/BC/DR

Wrap Up and Q&A

Apr 12, 2024

Breakfast

Opening

Incident Response, Disaster Recovery and Business Continuity Concepts and Tabletop Exercise
Break

Incident Response, Disaster Recovery and Business Continuity Concepts and Tabletop Exercise

What goes in your plans?
Lunch - Grab and Go

Developing Action Plans Pow Wows

-- Policies and Procedures

-- Incident Response Plans

-- Implementing HICP
-- MSP/IT Best Practices

Closing discussion , raffle and Q&A

Final
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